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Single Event Effects

« “Darling” of the research world, in both academy and industry

s Real threat to the safety & reliability of microelectronic devices
Working Environments

s Natural: Space, Aeronautic, Ground

« Atrtificial: nuclear plants, atomic explosions
Radiation Testing

« Ultimate goal: predict device behavior in a specified working environment

s Highlights the failures induced by energetic particles
Tools and Technigues

« Particle beams: neutron, heavy ions, alpha particles

« Equivalent fault injection mechanisms: laser

Current Scope: Ground & Aeronautic Applications
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Abstraction Level Increases => Sophisticated SEE Analysis

Device Complexity Increases => Innovative Test Methodology

Standard TCAM FPGAS: CPUs, ASICs Boards Devices
memories: SRAM,  Test chips '
DRAM. FLASH. SRAM, FLASH,

Fuse-based, etc
etc
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15t Tier: System integrators — the firsts to feel the pa  in

Post-mortem radiation testing to confirm field problems

Preventive testing to select technology providers

2"d Tier: Chip providers

Qualify existing technology to meet system integrity requirements

Pre-mass production SER analysis on prototypes and test chips

3" Tier: Foundries

Test chips to answer their customers needs

SER characterisation to improve process reliability
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A SEE-centric view of the device reliability:

(External) Neutron SER
(Internal) Alpha SER

(Mixed) Other: signal integrity, process variability, operating environment-
induced errors, test set-up problems

Increasing contribution of Alpha SER

(iRoC radiation testing results — Average values for a variety of cells in 45 & 65 nm)

Radiation testing aims at:

Highlighting SEEs contribution

Minimizing other factors
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Field Testing

Collect errors from a large number of finished prod ucts
Good: actual device behaviour in real conditions
Bad: expensive, very low event rate, lengthy

Worse: accidentally performed by customers themselves

Altitude testing

Prepare test set -up and install it in a high -altitude facility with a higher flux of
iIncident neutrons

Good: actual device behaviour in almost real conditions
Bad: specific set-up, low event rate, lengthy
Accelerated testing
Prepare test set-up and perform tests in a radiatio  n beam facility

Good: Fast, various test conditions available

Bad: Some difficulties in matching/extending experiment data to real life
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Modus Operandi:
* Expose many circuits to a natural environment and collect errors
e Use altitude as an accelerator to improve neutron flux

Benefits:
* Close to real working conditions
 Mountain Test Facilities have all amenities: stable power, online access, etc

Test methodology:
* Propose a reduced set of testing conditions and a standardized algorithm
* Propose a test schedule (several months)
* Develop a specific DUT board containing several hundreds of DUTs
* Develop logical DUT<>Tester interface (test controller, etc)
* Prepare real-life dry-runs
e Install equipment on-site
» Periodically monitor the experiment (remotely)

Challenges:
« Many DUTs to test=> DUT Board and test set-up may be difficult
o Test set-up instability may cause false events
* Experiment needs to be monitored during a long period of time
 Moderate acceleration factors (6-15x) => low event rate => careful result analysis
* Relative neutron/alpha SER contributions not yet known
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o Switzerland, 100 kms south of Bern, 3475 meters above sea level
« Neutron counting and atmospheric

pressure data available

* Nice amenities

 Acceleration factor: 12.8
(Junfraujoch flux vs. NYC JESD89-1 flux)

Jungfraujoch neutron monitor data were kindly provided by the Cosmic Ray Group, Physikalisches Institut, University of Bern, Switzerland
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France, 100 kms south of Grenoble, 2552 meters above sea level
Large experiment area

Nice amenities and SER-experienced staff on-site

Neutron counting and atmospheric pressure data available
Acceleration factor: 6.21 (ASTEP flux vs. NYC JESD89-1 flux)

Pictures were kindly provided by ASTEP
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Challenges & Constraints
High DUT number

« Signal Integrity, Power, Temperature, Mechanical issues
Low Event Rate

o Test Set-up Stability

* Minimize SEEs in non-DUT equipment

o Careful experiment preparation

Autonomy Requirements

» Self-contained test solution, easily transportable and manageable
* Must support temporary loss of power (UPS) or internet connection

 Remote Access & Control a must + Reset/Restore/Recovery (when minimal support
from on-site staff)

Result Analysis

* Enough data for relevant statistics?

* Fundamental challenge: Alpha vs Neutrons
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DUT to be tested: SRAM chips
 SER Assumption (from literature) = 800 FITs (errors per Mb, per billion working hours)
Target Event Rate
e 50 errors
Target Experiment Duration
 ~3 months @ Jungfraujoch (12.8x acceleration factor) or ASTEP (6.2x)
Initial Estimations
 We need 2260 Mb of memory

e Practical choices:

o 2Gb of memory, 4 months experiment duration @ Jungfraujoch
 4Gb, 4 months @ ASTEP

Realistic and/or Affordable? Yes

Limitations or shortcomings?

e 1] test condition

* Alpha vs. neutrons?
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Ethernet

Master
Watch-Dog

(pads) (core)

Standard Equipment
Jnternet

- Power
Connection

e 4 boards x 128 chips/board x 4AMb SRAM = 2
Gb SRAM, 1 test condition

e 1 Tester,1PC, 2PSU,1UPS

» Stand-alone set-up

 Remote access through SSH/VNC

* Installed during several months @ Jungfraujoch

o Target Event Count: 30~50 SEU, a few SELs

Success
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First:
» Measure package emissivity rate or

 Measure the alpha particle emission of materials used in chip manufacturing and
assembly and compute the package emissivity rate at die level

Then:

* Measure exposed chip sensitivity to an alpha particle source using radiation testing
techniques

In order to:
» Compute alpha SER contribution of the fully assembled chip

Disadvantages

 Difficult to precisely compute the package emissivity rate

» Alpha testing has serious specificities, otherwise results could be widely different

Advantages

* Very useful when used as a preventive or a debugging method during manufacturing

 When implemented correctly, good result correlation to actual testing
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e Shield the DUTs to minimize neutron contribution
Solution: Laboratoire Souterrain de Modane (LSM)

* Inthe Alps at the French-Italian border, Fréjus highway tunnel
Neutron Flux

» Fast neutron flux is (4.0 £ 1.0) e-6 n/sg. cm/s = 1.1e-3 x NYC flux
 Thermal neutron flux is (1.6 £ 0.1) e-6 n/sq. cm/s = 0.9e-3 x NYC thermal flux

e The neutron energy distribution is concentrated at 3 MeV with a threshold at 1 MeV
and a cut-off at 6 MeV (from the uranium and thorium traces in the rock)
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Most redeeming qualities
* On-field problems can be foreseen very accurately
» Less stressful (and less dangerous) than accelerated testing
* Nice mountain pictures to show to friends
Any show-stoppers?
» Large quantity of DUTs (may become expensive very fast)
* Very long underground testing (~1 year)
* Not very feasible to test a lot of test conditions
Is there any interest for recurrent studies?
* Yes (5 test campaigns in the last 4 years)
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